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Abstract— Quantum computing is a promising paradigm to
solve computationally intractable problems. Various companies
such as, IBM, Rigetti and D-Wave offer quantum computers
using a cloud-based platform that possess several interesting
features namely, (i) quantum hardware with various number
of qubits and coupling maps exist at the cloud end that offer
different computing capabilities; (ii) multiple hardware with
identical coupling maps exist in the suite; (iii) coupling map
of larger hardware with more number of qubits can fit the
coupling map of many smaller hardware; (iv) the quality of
each of the hardware is distinct; (v) user cannot validate the
origination of the result obtained from a quantum hardware.
In other words, the user relies on the scheduler of the cloud
provider to allocate the requested hardware; (vi) the queue
of quantum programs at the cloud end is typically long and
maximizing the throughput, which is the key to reducing costs
and helping the scientific community in their explorations.
The above factors motivate a new threat model with following
possibilities: (a) in future, less-trustworthy quantum computers
from 3rd parties can allocate poor quality hardware to save
on cost or towards satisfying their falsely-advertised qubit or
quantum hardware specifications; (b) the workload scheduling
algorithm could have a bug or malicious code segment which
will try to maximize throughput at the cost of allocation to
poor fidelity hardware. Such bugs are possible for trustworthy
providers; (c) a rogue employee in trusted cloud vendor could
try to sabotage the vendor’s reputation by degrading the user
compute fidelity just by tampering with the scheduling algorithm
or rerouting the program; (d) a rogue employee can steal
information by redirecting the programs to a 3rd party quantum
hardware where they have full control. If the allocated hardware
is inferior in quality, the user will suffer from poor quality
result or longer convergence time. We propose two flavors of
a Quantum Physically Unclonable Function (QuPUF) to address
this issue- one based on superposition and another based on
decoherence. Our experiments on real quantum hardware reveal
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that temporal variations in qubit quality can degrade the quality
of the proposed QuPUF. We add a parametric rotation to
the QuPUF for stability. Experiments on real IBM quantum
hardware show that the proposed QuPUF can achieve inter-die
Hamming Distance (HD) of 55% and intra-HD as low as 4%,
as compared to ideal cases of 50% and 0% respectively. The
proposed QuPUFs can also be used as a standalone solution for
any other application.

Index Terms— Quantum computing, security, quantum PUF.

I. INTRODUCTION

QUANTUM computing can solve computationally
intractable problems in domains e.g., finance, traffic

flow and power grid by exploiting superposition and
entanglement properties. Various qubit technologies are
being explored including superconducting, Ion Trap and
single electron by academia and industry to develop scalable
quantum computers. While the best scalable quantum
technology is an active area of research, design community
is exploring the quantum computers offered by various
companies such as, IBM, Rigetti and D-Wave to solve
optimization problems. Currently, the access to quantum
computers is provided through cloud-based platform where
a suite of quantum computers are available for the users to
solve their problems. The users can compile their circuits for
a particular hardware and transmit to the cloud which enters
a queue. The scheduling algorithm allocates the programs
from the queue using a pre-defined allocation policies
such as, fair share allocation [1]. Once the experiment
is concluded, the results are sent back to the user. Since
the noisy computers are less powerful and limited in
the number of qubits, various hybrid algorithms such as,
Quantum Approximate Optimization Algorithm (QAOA)
and Variational Quantum Eigensolver (VQE) are pursued
where a classical computer drives the parameters of a
quantum algorithm/circuit iteratively. The goal of the classical
computer is to find the right set of parameters that can drive
the quantum algorithm towards the optimal solution for a
given problem. For high-quality hardware with reliable qubits,
the algorithm is expected to converge faster i.e., with less
number of iterations. However, the quantum computers with
more number of qubits and/or high quality qubits typically
come at a higher cost. Therefore, securing the hardware with
desired quality is very important to solve a certain problem
within a desired deadline. However, the user gets little/no
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Fig. 1. The structures of various quantum computers, (a) ibmq_london,
ibmq_burlington, ibmq_essex, ibmq_vigo, etc.; (b) ibmq_yorktown;
(c) ibmq_santiago; and (d) ibmq_rochester. It can be noted that rochester
consists of several isomorphic graphs of ibmq_london, ibmq_burlington,
ibmq_santiago etc. Therefore, ibmq_rochester hardware can accommodate
multiple workloads meant for ibmq_london, ibmq_santiago etc. in parallel.

visibility about the hardware allocated to the program in the
existing setup. This gives rise to following new challenges:

A. Hardware Suite

The cloud service provider may possess multiple hard-
ware with varied degree of computing capability i.e., num-
ber of qubits and coupling map. For example, IBM
Quantum has access to multiple quantum hardware like
ibmq_london, ibmq_burlington, ibmq_essex, ibmq_santiago
and ibmq_rochester (Fig. 1).

B. Multiple Choices for User-Specified Coupling Map

The scheduler at the cloud service provider end may have
multiple hardware with identical coupling maps in the suite
e.g., ibmq_london, ibmq_essex, ibmq_vigo etc. (Fig. 1). Struc-
turally, one cannot differentiate them from each other.

C. Isomorphic Coupling Maps in Larger Hardware

The larger quantum hardware with more number of qubits
possess multiple isomorphic coupling maps of many smaller
hardware e.g., ibmq_rochester has many T-shaped coupling
maps similar to ibmq_london as specified in one of the boxes
in Fig. 1.

D. Quality and Cost Differences

Each of the hardware is distinct in terms of computation
capability, quality of qubits, and cost. In general, the larger
qubit hardware is more costly; the cost can depend on the
qubit quality for identical hardware size.

E. Allocation/Scheduling Policy

The queue of quantum programs at the cloud end is typically
long and maximizing the throughput is the key to reduce costs
and help the scientific and industrial research communities in
their explorations. The hardware scheduling policy typically
employs a vendor-selected metric (throughput or first-in-first-
out) to allocate the program to the hardware.

Fig. 2. Conceptual attack model where both users request for hardware A
(with superior quality) but user-2 gets access to hardware B.

F. Validation of the Non-Repudiation of Results

The user cannot validate the origination of the result
obtained from a quantum hardware. In other words, the user
trusts the scheduler of the cloud provider to allocate the
requested hardware to his workload.

Furthermore, quantum computers are being developed by
multiple entities, some of which may be less trustworthy.
In future, cloud-based quantum computing is expected to be
offered by both trusted and less-trusted cloud vendors (that
are located in less-trusted countries, for example). Performing
reliable/trustworthy computing using these cloud-based quan-
tum computers is an important step towards expanding their
application space.

G. Proposed Attack Model

Consider the situation in Fig. 2 where User 1 (U1) and
User 2 (U2) can access two quantum hardware A and B
through the Cloud Service provider (CS) by paying certain
service fee. Hardware A is relatively superior to B (in terms of
error rates, for example), so both U1 and U2 would like to run
their program on A. The motivation is to obtain high quality
results as well as to reduce the cost if the problem is solved
quickly. However, only one user can be assigned hardware A
at a time i.e., U1 in this case. The scheduler in the CS has the
option to make U2 wait or allocate it to B to maximize the
throughput or increase user’s cost (due to a malicious code
segment or just to reduce the wait queue depth). As a result,
U2 will suffer from poor quality/incorrect results due to infe-
rior hardware and may also end up paying more. To address
this problem, we propose a Quantum Physically Unclonable
Function (QuPUF) program to be sent to the hardware to
establish its identity first. The program will be allocated to the
quantum computer (either the desired hardware or a different
hardware) and the response will be sent back to the user. The
user will match the response with the registered responses of
the desired hardware. Since each quantum hardware has its
own unique characteristics (e.g., single-/two-qubit gate error
rates, decoherence and dephasing times), the responses of each
hardware will be unique. Therefore, the user will be able to
validate the identity of the hardware before sending his actual
workload. The proposed QuPUF can be sent prior to the actual
workload to establish trust (easy) or it can be embedded in

Authorized licensed use limited to: Penn State University. Downloaded on October 06,2023 at 00:58:32 UTC from IEEE Xplore.  Restrictions apply. 



PHALAK et al.: QUANTUM PUF FOR SECURITY AND TRUST IN QUANTUM COMPUTING 335

the user workload itself (complex, discussed in Section V). To
the best of our knowledge, this the first effort to establish the
identity (trust) of a quantum computer. Note that although we
associated the proposed QuPUFs with an attack model, they
can also be used as a standalone security and trust anchors.

H. Paper Contributions

We, (i) propose a new attack model and possible modes
of attack; (ii) propose 2 flavors of QuPUFs to counter this
attack model, (iii) study the stability of the QuPUF and
propose to add/optimize the rotation angle of the QuPUF
circuit to enhance the stability; (iv) introduce digitization of
the response and optimized the bit-precision for improved
inter- and intra-HD of the QuPUFs.

The paper is organized as follows. In Section II, we describe
the background on quantum computing and PUF. The attack
model is presented in Section III whereas the implementation
details of various QuPUFs are provided in Section IV. The
limitations of the proposed QuPUFs are discussed in Section V.
Conclusion is drawn in Section VI.

II. BACKGROUND

In this section, we discuss relevant background on quantum
computing, PUF and quantum PUF.

A. Quantum Computing Concepts

1) Qubits: A qubit is the building block of a quantum
computer. It stores data as quantum state. Unlike classical bits,
qubit can be in a superposition state, i.e., a combination of 0
and 1 at the same time.

2) Quantum Gates: Quantum gates are the operations that
modulate the state of qubits and thus, perform computations.
Quantum gates can work on a single qubit (e.g., X (NOT) gate)
or on multiple qubits (e.g., 2-qubit CNOT gates). Physically,
they are realized using pulses (e.g., laser pulse in Ion Trap
qubits, RF pulse in Superconducting qubit, etc.).

3) Errors in Noisy Quantum Computers: Present quantum
computers suffer from various error modes such as, gate error,
decoherence, readout error, single qubit error, two qubit error
and crosstalk. Due to gate error the logical operation of a
gate suffers certain probability of error. Qubits spontaneously
interact with the environment and lose states which is known
as decoherence. Due to imperfections in readout circuitry,
qubits can suffer from bit-flips leading to readout errors. There
are errors defined based on the type of gate. The errors caused
by single qubit gates (like Hadamard gate for instance) is
called single qubit error, and errors caused by two qubit gates
(like CNOT gate) is called two qubit error. Finally, parallel
gate operations on different qubits can affect each others’
performance which is known as crosstalk. The rates of these
errors vary among qubits and hardware which can be used as
a signature to identify a particular hardware.

4) Various Factors Causing Errors: There could be many
reasons behind errors including manufacturing imperfections,
control error, thermal gradient, environmental interaction, poor
microwave hygiene, etc [2]. Due to manufacturing imperfec-
tions, there can be defects/charge traps, and it leads to charge

noise, which is a source of gate error. The control errors may
stem from incorrectly calibrated gate pulses which may lead to
under- or over-rotation of qubits, leakage to non-computation
states, etc. For example, the quantum NOT (X) gate is realized
by a 90◦ rotation around X-axis. A microwave pulse of certain
amplitude, shape, and duration is applied to the qubit to drive
this rotation. If the amplitude/shape/duration is incorrectly
calibrated, the rotation will be less (under) or more (over)
than the intended 90◦ leading to gate error. Qubits are ideally
2-level systems. the ground state (0) and 1st excited state
(1) make up the computational space. In Transmon qubits,
there is a certain energy difference between 0 and 1 states
usually denoted by a frequency f01. A qubit is usually driven
by a microwave pulse (gate pulse) of frequency f01 which
will initiate transition between computational 0 and 1 states.
However, in practical qubits like Transmon there are higher
energy states like 2nd excited state, 3rd excited state, etc.
beyond these two states. In case of Transmons, the energy
difference between 1st excited state and 2nd excited state,
f12, is close to f01 (known as low anharmonicity). Due
to this closeness of frequencies or low anharmonicity and
imperfection in control signal, a qubit intended to be driven
by f01 may jump out of 0 and 1 computational space and get
excited to 2nd excited state (known as leakage). Qubits are
cooled down to cryogenic temperature and it is expected to
have a homogenous temperature across the device. However,
due to localized heating, there can be a thermal gradient.
This thermal gradient is a source of decoherence [3]. Qubits
are very susceptible to noisy environment like stray mag-
netic fields, heating, etc. For example, a qubit can absorb
energy from environment and get excited to non-target state.
Therefore, quantum computers are shielded and operated in
very controlled environment. However, the solutions are not
perfect yet and there are engineering challenges to prevent
environmental effects completely. The microwave signal lines
may suffer from photon number fluctuations [2] which causes
stark shift. Due to stark shift, the operating frequency ( f01)
of a qubit change. If the operating frequency of a qubit
is different than the frequency it is driven, it gives rise to
incorrect operation and gate error.

Errors (excluding crosstalk) are not dependent on the num-
ber of parallel operations, but rather on individual gate opera-
tions. Number of parallel operations give rise to crosstalk error.
However, parallel single qubit gates do not incur significant
crosstalk. Even this can be mitigated by serializing the gates
e.g., by adding delays in the circuit like idle gates or barri-
ers. Reliability is dependent on thermal variation rather than
crosstalk. Due to this, the single qubit gate error changes over
time, which gives rise to temporal variation, and contributes
towards the intra-HD.

B. Physically Unclonable Function (PUF)

PUF [4] is a physical object which cannot be cloned.
It acts a good security measure since the adversary cannot
clone the characteristics of the PUF accurately. PUFs exploit
the characteristics which are unique due to the variation in
the manufacturing process. Some examples include SRAM
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random initialization [5], thin-film resonators [6], dielectric
properties of security coatings [7], delays in integrated circuits
[8], etc. PUFs work on the principle of challenge and response.
The user can provide a challenge to the PUF and obtain
the corresponding response for authentication. The correctness
of the response is validated by matching it from a database
with registered challenges/response pairs (CRP) for the device.
The PUFs can be categorized into based on the number of
CRP, namely strong (exponential CRP e.g., arbiter PUF) and
weak PUF (linear CRP e.g., SRAM PUF). Two important
properties of PUF are, (i) inter-die Hamming Distance (HD)
which measures the change in response between all pairs
of identical chips for the same challenges.1 The ideal value
of inter-HD should be 50%; and, (ii) intra-die HD which
measures the change in response with respect to time under
temporal variation (due to noise, temperature and voltage
fluctuations and aging). The ideal value of inter-HD should
be 0%.

C. Quantum PUF

A common drawback of the classical PUFs is that the
unique parameter created by the process variation is uncon-
trollable. As a result, even a slight change in the parameter
cannot be reverted back to the original value. This can have
an undesirable impact on the response for the challenges.
Quantum PUFs have been proposed to address the above
challenge by providing some controllable unique parameters.
For instance, the concept of quantum confinement is employed
to produce a unique signature by exploiting the fluctuations
in quantum tunneling measurements inside resonant tunneling
diodes (RTD) [9]. A quantum secure authentication (QSA)
using illumination with a light pulse and checking the shape
of the reflected light is also proposed [10]. However, both
of these techniques heavily depend on quantum physics and
are not applicable in the proposed application. A quantum
challenge and quantum state readout of a classical optical
PUF is proposed in [11]. Another work presents a quantum
PUF which employs quantum properties of quantum device
to establish a secure communication channel against quantum
cryptographic attacks [12]. While some theoretical foundations
are discussed, practical application, method, and circuits that
relate to trustworthy computing in a cloud environment are
completely unaccounted for.

D. Hardware Variability

In case of quantum computers, hardware variability man-
ifests as variable “hardware errors”, more specifically gate
error rates, decoherence times (e.g., T1-relaxation), etc, across
different quantum chips. In classical computing domain, two
same chips may perform differently e.g., they may have differ-
ent gate-delays due to manufacturing variations. This means
hardware variability is manifested as variable gate-delays in
classical chips. Likewise, variability between two quantum
computing hardware is demonstrated/accounted as differences

1In quantum context that we introduce next, these would be gate error,
decoherence, readout error, and crosstalk.

in gate error rates, decoherence (T1) times, etc. Therefore,
similar to gate delays in classical chips - which can be used
as a representation of variability and as a hardware signature
– gate error-rates and decoherence times can be used as a
representative of variability and hardware signatures in the
quantum domain.

For example, the Transmon qubits used in the IBM
machines is ultimately a solid-state device. “Trapped charge”
in defects is a ubiquitous phenomenon in all solid-state
devices alike. This trapped charge is a reason behind gate
error in Transmon qubits [2]. Due to manufacturing varia-
tions, the number of defects will vary among qubits leading
to variable gate errors which will be exploited to design
the PUF.

III. PROPOSED ATTACK MODEL

In this section, we describe the attack model and various
attack scenarios.

A. Basic Idea

In this attack model, the buggy or malicious or 3rd party
controlled scheduler is the adversary which fails to allocate the
quantum computer requested by the user’s program but rather,
(i) allocates a different quantum computer with identical cou-
pling map, or (ii) maps the program to a smaller segment of a
larger hardware along with other programs running in different
segments in parallel. For example, the ibmq_rochester device
in Fig. 1 (d) contains several T-shaped coupling maps (high-
lighted in red) where the programs meant for ibmq_london
could be executed. This could be motivated by multiple
types of scenarios described next. For simplicity, we call the
quantum computer where the program was supposed to run
as ‘target’ quantum computer and the one where the program
actually runs as ‘allocated’ quantum computer.

B. Attack Scenarios

1) Scenario-1) Throughput Maximization: In this scenario,
the scheduling routine attempts to make the best out of the
hardware suite to maximize the throughput while adhering to
the user-desired coupling map. This could either be intentional
(a decision made by the cloud service provider) or due to a
bug. If the user specified quantum computer is unavailable
due to other prior tasks, the scheduler may divert this job to
another quantum computer with the same or greater number
of qubits. It is worth noting that if the number of qubits is
same, then the computation will depend on the quality of the
allocated hardware (which can be poor compared to the target
hardware). However, if the number of qubits of the allocated
quantum computer is higher than those of the target quantum
computer, it is possible that another task is already being run
on the allocated quantum computer. Such an arrangement,
where two different tasks are being run simultaneously on the
same quantum computer will give rise to crosstalk error due
to inter-circuit interference [13], [14]. The quality of these
subgraphs may be worse than the user specified hardware.
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Fig. 3. The usage of QuPUF. Each step has been numbered.

2) Scenario-2) Low-Fidelity Allocation: In this scenario,
the number of qubits of both the target and the allocated
quantum computers are the same (possibly, the structure as
well). However, the qubit quality defined by error rates like
CNOT error rate and single-qubit U2 error rate and decoher-
ence/dephasing is worse for the allocated quantum computer.
Such an allocation can reduce the program fidelity. If the
user is running hybrid algorithms, the poor fidelity outcome
can increase the convergence time (i.e., number of iterations).
By freeing up the queue, the adversary will also be able to
improve throughput.

3) Scenario-3) Less-Trusted Quantum Computers: In
future, less-trusted quantum computers could be available
from 3rd parties that can allocate poor quality hardware
and sabotage the output of the computing. Since the correct
output of the optimization problem is not known, the user
has to trust the sub-optimal result obtained from the quantum
computer. In applications of national importance, this could
have significant implication.

4) Scenario-4) Rogue Employee/Malicious Code in Sched-
uler: A rogue employee in trusted cloud vendor could try
to sabotage the vendor’s reputation by degrading the user
compute fidelity just by tampering with the scheduling algo-
rithm or rerouting the program to inferior hardware. Similar
objectives can also be carried out if the scheduler is hacked by
a malicious software. The rogue employee/malicious scheduler
can also steal information by redirecting the programs to a 3rd
party quantum hardware where they have full control.

C. Device Identification by QuPUF

Fig. 3 shows the steps involved in QuPUF based device
authentication. It itvolves following phases:

1) Registration: First, a CRP database will be created
similar to the conventional PUF (registration). For this step,
the CRP of all qubits of each of the hardware will be collected
and added to the CRP database. During validation the signature
obtained from the hardware will be matched against the
database for identification/validation.

2) Validation: The QuPUF, which is a quantum circuit,
will be sent as a workload to the quantum hardware (step-1).
Through this workload, the aim is to obtain the measurement
results to act as the device signature. The expectation is
that each hardware will produce a unique device signature
depending on the internal characteristics such as, qubit quality
through error rates, number of qubits, coupling map of the
qubits, etc. Once the signatures have been obtained for each

device (step-2), the user will query the CRP database
(step-3) which will provide the hardwware corresponding
to the signature (step-4). The user can then validate if the
hardware is same as expected/requested.

IV. QUANTUM PUF AND EXPERIMENTAL RESULTS

In this section, we explain the proposed QuPUFs and present
experimental results. We also compute the QuPUF quality and
improve them using parametric rotation.

A. Generic Methodology and Experimental Setup

Each qubit of the quantum hardware is distinct in terms
of 1-qubit and 2-qubit gate error, readout error, decoher-
ence/dephasing and crosstalk error rates. The general strategy
of QuPUF design is to convert these error rates into a qubit
signature which in turn, will form the hardware signature.
A very naive QuPUF could just initialize the qubits to ground
state and perform a readout. It will convert the readout error
into a signature. This paper only exploits the 1-qubit gate error,
readout error and decoherence error to generate the signature
although other means of designing the QuPUF are also pos-
sible. The proposed basic QuPUFs have single challenge and
response (i.e., weak PUF) whereas resilient QuPUF employ
rotation as a challenge. It is possible to expand the CRP
by adding more challenges. ibmq_london, ibmq_burlington
and ibmq_essex computers (Fig. 1 (a)) have been used for
the basic QuPUFs. ibmq_london has been used for resilient
Hadamard gate-based QuPUF and ibmq_vigo has been used
for resilient decoherence-based QuPUF. For experiments with
the QuPUFs, we have used real quantum hardware from IBM.
For the basic QuPUFs, 75 experiments with 8192 shots per
experiment were used, while for the resilient QuPUF, it was
reduced to 20 experiments and 1024 shots per experiment due
to long wait queue. The interval for measurements were also
different for the basic and the resilient QuPUFs.

B. Basic QuPUFs

1) Hadamard Gate-Based QuPUF: This QuPUF exploits
the biasing of the qubits towards 1 or 0 state to generate
the response. The biasing could be a result of readout error
(typically large) or the gate error (small for single qubit
gates). Each qubit is initialized to zero state at the beginning.
Next, the qubits are placed in a superposition state (using
a Hadamard gate) followed by the measurement (Fig. 5(a)).
Ideally, the qubits should produce equal probability of both
0 and 1 states. However, the probability is expected to be
biased towards either zero or one, depending on the errors
that will act as unique device signature.

2) Decoherence-Based QuPUF: This QuPUF exploits the
differences in the decoherence times of the qubits to generate
the response. The qubits are placed in an excited state and
allowed to decohere for a fixed amount of time followed by
the measurement operation. Some qubits decohere more and
exhibit more 0 than 1 and vice versa is true for qubits that
decohere less. The probability of 1 state acts as the unique
response. We first initialize the qubits to ground state. Next,
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Fig. 4. Temporal variation in various quantum computers for the, (a)-(c) H-gate based; and (d)-(f) decoherence-based QuPUF.

Fig. 5. Proposed QuPUFs: (a) Hadamard gate-based QuPUF;
(b) decoherence-based QuPUF. The tunable rotation has been added for
resilience.

we flip the state of the qubit using the X-Gate from 0 to
1 state. Finally, we allow it to decohere back to zero state by
keeping the circuit idle i.e., by using idle gates followed by
measurement (Fig. 5(b)).

3) Experimental Results: Fig 4 (a)-(c) shows the probability
of 1 of the H-gate based QuPUF for the three hardware
artifacts collected over few days. It can be observed that the
probabilities of each qubit for all the quantum computers
fluctuate significantly i.e., the device signature is sensitive
to temporal variations. However, the signature also exhibits
spatial variation which enables us to distinguish each qubit
via the probability of 1. Fig. 4 (d)-(f) depicts the results
of the three quantum computers for the decoherence-based
QuPUF. Here, the spatial variation is more distinguished in
terms of the mean separation, and the temporal variation is
also relatively lower compared to the H-gate QuPUF. However,

none of the qubits decohered to ground state implying that full
decoherence did not occur due to less number of idle gates.

4) Interpretation of the Results: Fig 4 shows temporal
variation of probability of 1 for various qubits in each of
the three hardware for Hadamard gate-based and decoherence
based PUFs. It clearly shows that absolute value of probability
of 1 may not provide clear PUF signature. However, analytical
techniques such as, mean and standard deviation of the PUF
response can be used reliably. Fig 6 shows the boxplots for
the resilient QuPUFs with varying rotation angle and varying
number of idle gates. Here, the criteria for selection is to
choose angle/ number of idle gates for every qubit which
provide as much inter-qubit mean separation as possible, and
also the least intra-qubit standard deviation.

For example, for Q0, we can select 4◦ and for Q1, we can
select 5◦. By selecting these values, we ensure that there is
a mean separation ( 0.47 for Q0 and 0.43 for Q1) and the
deviation is relatively less compared to other angles, implying
that the variation of the selected angles is less.

C. Resilient QuPUFs

1) QuPUF With Tunable Rotation: The temporal variation
of the quantum circuit is a function of the quantum state.
It has been noted that adding parametric gate to the quantum
circuit and tuning could optimize the resilience to dynamic
variation [15]. Following similar line of thought, we added
a tunable rotation gate (e.g., RY gate) to the H-gate and the
X-gate in each qubit for resilience of the proposed QuPUFs to
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Fig. 6. Box plot of various qubits with different number of idle gates for ibmq_london ((a)-(e)), ibmq_essex ((f)-(j)) and ibmq_vigo ((k)-(o)). The sigma
of the distribution minimizes with a specific number of idle gates.

temporal variation. The rotation angle could be varied slightly
e.g., from 1◦ to 5◦ (Fig. 5). The tunable rotation can also act
as a challenge to increase the challenge-response pair (CRP).
A rotation towards 0 is expected to shift the probability of 1
towards the ground state. However, the inherent bias remains
present for each quantum computer serving as a unique
signature. For the decoherence based QuPUF, the number of
idle gates has been varied to study the impact on stability for a
fixed rotation angle. The rotation angle and the number of idle
gates providing the optimal values of inter- and intra-HD are
selected for the QuPUF (experimental HD results are described
in Section IV-D).

2) Experimental Results: We sweep the rotation angle of
H-gate based QuPUF and plot the mean and sigma of the
probability of 1 for each qubit in Fig. 6. For the decoherence
QuPUF, we sweep the number of idle gates from 100-500.
Fig. 6 (k) - (o) shows the box-plots for each qubit with variable
number of idle gates.

D. Quality Evaluation of the QuPUFs

1) HD Calculation: For calculating the intra- and inter-HD,
we need to convert the analog value of hardware signature
i.e., probability of ‘1’ into a digital form. We split the range
of probabilities in 32 steps for a 5-bit signature per qubit.
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Fig. 7. Intra HD from two backends ibmq_essex and ibmq_london. X-axis
shows the rotation angle θ in RY (θ) for H-gate based PUF. The trend line
shows as we vary the angle, intra-HD also varies for an optimal angle it
is lowest. For both ibmq_essex and ibmq_london, 3◦ shows the minimum
intra-HD.

Fig. 8. (a) Inter-HD between ibmq_essex and ibmq_london; (b) combined
inter- and intra-HD with varying bit precisions.

Thus, we get a 25 bit (5 qubit × 5 bits/qubit) signature for
each data point for each of the 5 qubit hardware.

To compute intra-HD, we calculate the HD between all pairs
of data points for the same quantum computer obtained over
time and take the mean. To estimate the inter-HD, we compute
the HD between all pairs of data-points for two different
quantum computers and take the mean. The absolute value
of the inter- and intra-HD will depend on the precision of the
signature. We sweep the signature precision from 4-bit to 9-bit
to choose the optimal value.

2) Experimental Results: Fig. 7 shows the intra-HD distrib-
utions from ibmq_essex and ibmq_london for 5-bits precision
(H-gate based PUF with rotation). The top traces are the
box-plots of distribution with explicitly plotted trend-lines
of the means. The bottom traces show the standard devi-
ations (σ ). The plots depict that the intra-HDs vary with
rotation angle (RY (θ)) and exhibits an optima. For both
ibmq_essex and ibmq_london, 3◦ is the optimal angle
with lowest intra-HD (ibmq_essex 13.82% and ibmq_london
3.94%).

Fig. 8(a) shows the inter-HD between ibmq_essex and
ibmq_london for 5 bits precision. This plot also shows
inter-HD varies with rotation angle, and it is optimal
for 3◦ (55.3%).

Finally, we plot both inter- and intra-HD with bit precisions
and rotation angles (Fig. 8(b)). As we want inter-HD to be
close to 50% and intra-HD close to 0%, a combined HD
deviation metric is defined as |inter_H D−50|+|intra_H D−
0| which captures the deviations in both inter- and intra-HD.
The lower combined value is desirable. We plot the results for

inter-HD for ibmq_essex and ibmq_london and intra-HD from
ibmq_essex. As we vary bit precision, the combined metric
gives the optimal value for 3◦ rotation and 5−bits precision
(optimal combined value 19.12%). Thus, setting angle and
precision to 3◦ and 5-bits are best for QuPUF. Results with
intra-HD from ibmq_london also shows similar behavior, and
therefore, omitted for brevity.

3) Comparison Between QuPUFs: We also compute
intra-HD for decoherence based PUF with data collected
from ibmq_vigo with variable number of idle gates
(100 – 400 idles). The intra-HD varies from 13% (100 idles)
– 27% (400 idles) with a 5-bit precision. Therefore, a lower
number of idle gate is better in decoherence-based PUFs in
terms of intra-HD. Overall, H-gate based QuPUF performs
better in terms of stability.

V. DISCUSSIONS AND LIMITATIONS

This section describes various aspects of the proposed
QuPUF and potential limitations.

A. Ensuring Trust at Hardware Level

Validity and quality of cloud-based hardware providers is an
important factor while establishing trust between the user and
the hardware. However, it is also necessary to establish trust
on hardware level itself. This is primarily because, (i) quantum
hardware can provide high-quality signature like conventional
CMOS PUFs and, (ii) it is ultimately the quality of the
hardware that determines the accuracy of the result. An inferior
hardware allocation can lead to higher costs and poor-quality
solution which is undesirable. Hence, there is need of an
assurance that the desired hardware is allocated to the user.

B. Bypassing QuPUF-Based Validation

It is possible that the QuPUF circuit is identified by
the scheduler and routed to the correct hardware however,
the actual user workload is rerouted to the incorrect hardware.
This is possible if the vendor side scheduler is aware of the
existence of QuPUF and employs a detection routine. This
scenario can be addressed by embedding the QuPUF within
the user workload. For example, user can validate the identity
of few qubits while the other qubits are used for computation.
This is possible for large workload running on large quantum
hardware. For example, 3-4 qubits can be used to validate the
identity of a 23-qubit hardware while the remaining qubits are
used for computation. This approach will reduce the number
of compute qubits. One can also use uncomputation to free
up few qubits that have completed computation early and use
them to run QuPUF circuit at no added overhead [16].

C. Other QuPUF Designs

Specific QuPUFs to exploit to readout error, 2-qubit gate
errors and crosstalk can also be designed and evaluated for sta-
bility and uniqueness. It is also possible combine the responses
of various QuPUFs to enhance the quality. For example,
the response of H-gate and decoherence-based QuPUFs can
be combined to identify the hardware more accurately than
using them in isolation.
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D. Challenge-Response Pairs (CRP)

The present implementation of the QuPUF is a weak PUF
with one rotation gate and one rotation angle for each qubit.
This can be expanded further by adding additional rotational
gates to the already present RY gate, so that the challenge
depends on more than one rotation angle. In such a scenario,
the angle of rotation for each rotation gate can be considered
a challenge. This approach will provide exponential CRP, with
linear number of rotational gates (with rotations that provide
stable HD).

E. Decohorence vs #Idle Gates

The intended effect of decoherence was not observed
because the idle time produced by the idle gates was less
than the coherence time (relaxation) of the hardware. The idle
gates’ purpose is to pass time in order to allow the qubits to
relax to ground state. Since lesser number of idle gates were
present in the circuit, the qubits did not get enough relaxation
time, and as a result, did not decohere. This can be resolved
by adding a greater number of idle gates. This requirement
for higher number of idle gates was not supported until very
recently by IBM systems.

F. Vulnerability to Temporal Variation

As seen from Fig. 4, the QuPUFs are sensitive to temporal
variation. However, the intra-HD and inter-HD values obtained
are satisfactory. This implies that even if one obtains dynamic
hardware signatures, they can be identified since they are
spaced out with respect to intra-HD and inter-HD. Also,
the current trend shows that quantum industry is able to
reduce the noise levels and increase the decoherence time
aggressively. Therefore, the effectiveness of the proposed
PUFs is expected to improve in future.

G. Unstable Decoherence Rates

The decoherence rates of modern NISQ computers are
unstable, which poses a challenge for decoherence-based
QuPUF. Varying decoherence rates will give varying amount
of decoherence, and this will be reflected in the output. This
might also cause increased readout error as measuring a qubit
takes significantly longer than unitary operations on qubits,
and during measurement, the qubits being measured may
change their states due to decoherence [17]. Nevertheless,
decoherence-based PUF is a potential direction to identify a
quantum hardware once the variations are controlled at the
hardware level.

H. Other Applications of the QuPUFs

The proposed QuPUFs can also be used to address other
security challenges such as, Man-In-The-Middle (MITM)
Attack. If the attacker tampers with the device signature it
will be detected during the signature verification stage.
The QuPUF signature can also be used for non-repudiation
of data. For this application, the QuPUF signature will be
appended with the results of a computation from a quantum
computer to authenticate the computation outcome.

I. Comparison With Existing Remote Attestation Protocols

Note that the proposed QuPUF is a quantum-hardware secu-
rity primitive that can be used as a building block of a security
protocol (e.g., Intel SGX/TPM) to establish trust between - the
user and the service provider - in a quantum-cloud computing
environment. For instance, Intel SGX performs remote device
attestation using Enhanced Privacy ID (EPID). EPID consists
of the following four elements: member private key, group
public key, message to be signed, and signature revocation
proof list. In an SGX-like security platform for quantum-
cloud, QuPUFs can be used to generate unique private keys
for the quantum hardware (members). Although to the best of
our knowledge, such security protocols are not in use today
in the quantum-cloud computing platforms, we expect to see
developments in this domain soon.

VI. CONCLUSION

We proposed two flavors of QuPUFs to establish trust in the
public cloud-based quantum hardware. The proposed QuPUFs
are thoroughly analyzed for uniqueness and stability on real
quantum hardware. Our study indicated that minor tuning of
parametric rotation of the QuPUF and choice of bit precision
of the signature can optimize the response in presence of
temporal and spatial variation in qubit quality. Experiments on
real IBM quantum hardware show that the proposed QuPUF
can achieve inter-die HD of 55% and intra-HD as low as 4%.
The proposed QuPUFs can address wide range of security and
trust issues associated with quantum computing.

As time progresses, the effectiveness of the proposed PUFs
will improve due to sophisticated quantum control and tempo-
ral error mitigation efforts employed by quantum computing
industry to improve the quality of the hardware.
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